APPEON LDAP SECURITY COFIGURATION GUIDE

1 Configurate your LDAP
Configurate your group and user in MS LDAP (We simulate your configuration to create a LDAP).
1.1 Create a new security group “ldap_usergroup01” in cn=users.
Note: If you create multiple groups, please make sure every level of the groups is the Security group type. If the Distribution type is selected, it will pop up a message saying “no applications assigned to the user” when logging in the web application.

1.2 Create a new user “test001” in cn=user.

1.3 Assign “test001” to “ldap_usergroup01”.
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2 Configurate System Settings in AEM
Login AEM, open System Settings page by clicking AEM Console > Security Settings > System Settings.  
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2.1 Set Security Toggle to “On”.

2.2 Set Security Type to “LDAP Security”.

2.3 Configurate LDAP Interface Settings.

Notes:

We recommend you set LDAP Host with IP address.

Set the LDAP OU with the Distinguished Name which displays in the ADSI Edit.

(e.g. CN=User,DC=capgv, DC=intra, DC=bnb).
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2.4 Test LDAP Settings.
2.5 Save LDAP Settings.
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3 Configurate Deployment Security in AEM
Navigate to AEM Console > Security Settings > Deployment Security page.  
3.1 Set Deployment Security Settings | User Authentication to “Security On”.
3.2 Set Security Permissions. Assign “ldap_usergroup1” into the Assigned Groups.

3.3 Click the Save button to save the setting.
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4 Set Security setting in Appeon Developer.

4.1 Click the Get State button to check deployment security state in Appeon Developer. 
4.2  Enter the Username “test001” which is assigned to ldap_usergroup01 and enter the Password.

4.3  Click Test Appeon Server Settings button to test the settings.

Note:

It means you deploy an application successfully if the information “Testing Appeon Server Local Appeon Server succeded!” is shown.
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5 Configurate Application Security in AEM
Login AEM, and Navigate to AEM Console > Security Settings > Application Security page.  
5.1 Select an application.

5.2 Set Application Security | User Authentication to “Security On”.

5.3 Set Security Permissions, and assign special groups (ldap_usergroup01) to the Assigned Groups.

5.4 Click the Save button  to save the settings.
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6 Access the Web application
Enter Username “test001” which is assigned to ldap_usergroup01 and its Password when running the web application.
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